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of research to better understand the phenomenon of workplace violence (WPV) and to develop appropriate 

management practices. Violence In The Workplace — The Role Of The Facility Manager is not a 

replacement report or even an extension of the report mentioned above. It is a stand-alone report that 

planning, responding and recovering from WPV.

is permeating our society. Historically, most of the research and information on WPV is the purview of the 

human resources group, however, there are certain impacts that are mediated by the facility itself. Those 

the building owner. Therefore, the perspective and focus taken in this document is from that of the facility 

Chapter 1 is an overview of the WPV topic and how it has evolved into a global crisis, the related impacts 

personnel and physical space. Each of these elements is interwoven with the other two in each stage of 

planning, responding and recovering. Chapter 2 (prevention) presents the role of planning – who does it, 

how is it done, conducting assessments, why they are important and some mention of training. Chapter 3 

(response) describes the process of responding to an event should one occur, how an event can escalate, 

investigation of the event and what records to maintain. Chapter 4 (recovery) looks at the recovery process, 

(training) discusses education and training as a critical component of any successful strategy for managing 

WPV.  The appendices include a variety of examples of procedures, forms and other tools that can be 

adapted or adopted by the reader including a valuable collection of case studies and practice exercises.

There is a great deal of valuable information in this report. Take your time in reading it and digesting the 

have a safe work environment for all employees.

introduction
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VIOLENCE IN THE WORKPLACE

1 OVERVIEW

garden. Suddenly, the children quieted as they heard pounding on the side of the bus. Then they heard 

a man yelling obscenities at their lady bus driver. He was trying to climb into the bus driver’s window 

while still yelling at the driver. Security guards appeared, subdued the man and removed him to await 

the arrival of the police. What the children had no way of knowing was that, the previous day, the bus 

driver had divorce papers served on that same madman. The children became the unintended victims 

of his wrath.

Furious spouses, spurned lovers, disturbed teenagers, despondent students, loners… the list goes on. 

else. Workplace violence crosses all boundaries, including age, race, socio-economic status, education, 

religion, sexual orientation as well as the physical boundaries of the workplace itself. This destructive 

sexual harassment and acts leading to mental stress (Cooper and Hoel, 1999). 

conglomerates or small businesses. Once a WPV incident occurs, the impact on the business itself can be 

catastrophic. This is especially true for small businesses as statistics show that 40 percent of them do not 

fully recover from a WPV incident and 28 percent never recover (Jensen, 2008).
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DEFINITIONS

incorporates all types of abuse - behavior that humiliates, degrades or injures the well-being, dignity and 

worth of an individual or group.

Workplace violence occurs within a setting or physical location, either permanent or temporary, where work 

is performed: the work site. The term work site includes but is not limited to:

  or assigned, including common areas (such as reception areas and halls) and private or personal 

IMPACT
An incident of workplace violence can occur at anytime of day or night and can include a range of 

activities, from agitation and nervous behavior to full blown, injurious violence. The painful consequences 

of such incidents can have an impact well beyond those workers directly affected by the incident. Those 

who witness the event may suffer from emotional trauma. Workers who just hear about the incident may 

be distracted from their work. Fear and anger may be felt by some co-workers while others may feel 

responsible for the incident or guilty, believing they should have done something to prevent or stop the 

violence.

WPV has an estimated annual price tag of $5 billion, annually, in direct and indirect costs to business 

owners, building owners and managers, and employees (Pinkerton, 2003). Direct costs include personnel 

replacement and/or retraining costs, lost production costs, administrative costs and potential litigation 

costs. Indirect costs are highly variable, but are commonly suggested to be 1.5 to 20 times the direct costs 

of medical treatment, wage-replacement and disability pensions. 

incidents being reported I Also in the United States, 20 workers are murdered each week.  In other 

countries, violence is endemic and the leading cause of death among males aged 15–34. The burden 

of violence is disproportionately borne by young people and women. Gender violence is considered a 

universal plague even though it continues to be grossly under reported (WHO, 1997).
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Although rampage shooting make the headlines, a more common form of workplace violence is non-fatal. 

This includes all behaviors and circumstances that threaten an employee’s physical safety, including verbal, 

sexual or physical assaults, threats, robberies, thefts, coercion, intimidation, stalking and harassment. In 

recent years, new evidence has emerged of the impact and harm caused by non-physical, psychological 

violence. An example of such psychological violence is bullying or mobbing (European terminology). 

Workplace bullying is one of the fastest-growing forms of workplace violence. It constitutes offensive 

behavior through vindictive, cruel, malicious or humiliating attempts to undermine an individual or groups of 

employees through such activities as: 

Even the Internet has emerged as a powerful tool for bullying and intimidation. The message usually goes 

unchallenged to a vast audience and often can be sent anonymously. 

VIOLENCE AT WORK GOES GLOBAL
In recent decades, violence in all its forms, has increased dramatically worldwide (World Health 

violence, as a subset of general violence, has also increased . 

A 1996, European Union survey (based on 15,800 interviews in its 15 member states) showed that 4 percent 

2000). In the 10 years since this project, there has been no documented improvement in this area. 

U.K.-based research found that 53 percent of employees had been victims of bullying at work and 78 

percent had witnessed such behavior. The impact on those concerned can be severe. A Finnish study 

There also have been several research projects that focused on the bullying phenomena in several countries 

(such as Demark, Sweden, Norway, Finland, Ireland, England, Korea, Japan, Germany, Italy, Australia, New 

workplace is a growing international problem (Field, 2003). The constant negative remarks or criticisms, 

isolating a person from social contacts and gossiping or spreading false information can have a catastrophic 

impact. In Sweden, it is estimated that mobbing (bullying) is a factor in 10 percent to 15 percent of suicides 

(Vittorio, 2000).
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Almost any developed nation, in addition to the aforementioned, has reported violence in the workplace 

as a major concern. The table on the next page illustrates a representative sampling of workplace violence 

events from countries around the globe. While the list of examples could continue for many more pages, 

South Africa 

A recent survey showed that 

nearly 80 percent of respondents 

had experienced hostile behavior 

at the workplace during their 

working life. 

France  

Acts of violence against public 

transport personnel have 

been rising rapidly with more 

than 2,000 attacks reported in 

1998 on the staff of the public 

Autonome des Transports 

Germany  

93 percent of the women 

questioned had been sexually 

harassed at the workplace, 

according to an extensive 

national survey conducted in 

1991 by the Federal Institute of 

Occupational Health and Safety. 

(ILO, 2000).                                                                                   

Australia  

 It has been estimated that $6 - 

$13 billion is lost in productivity 

a year due to violence. A 1998 

cross-sectored study revealed 

that 46 percent of all Australians 

had experienced either verbal or 

physical abuse from a co-worker 

or manager in their working lives 

(ILO, 2003).

Japan 

Severe economic recession 

led to major corporate 

held assumptions about staying 

with one company for the 

duration of one’s working life. 

The loss of lifetime job security 

and seniority systems has 

been accompanied by alleged 

bullying of white-collar workers. 

The Tokyo Managers’ Union 

which received more than 1,700 

requests for consultations in 

two short periods in June and 

October 1996. Stress was a 

common complaint of all callers, 

with many seeking urgent mental 

health treatment. Families whose 

members had committed or 

attempted suicide were among 

the callers. 

Philippines 

 Migration for work purposes has 

long been a feature of the Filipino 

employment market. According 

to immigration data, more than 

half of all overseas Filipino 

contract workers are women. 

Many are hired for domestic 

service and entertainment. The 

research has shown that these 

Filipino women workers are 

frequently and disproportionately 

affected by violence associated 

with their employment. 

UK  

Time off work due to violence 

injuries costs employers and 

workers nearly £3 billion a year 

($5.4 billion U.S. based on 9/1/04 

exchange rates). Approximately 

half the costs of such absence 

are borne by the employer and 

half by the individual in lost 

wages (Walby, 2004).

Norway  

A representative study of 

members of the Norwegian 

Trade Union for Social Work 

found that 21 percent of 

respondents had experienced 

physical violence and threats 

at their current workplace. 

Violence is, therefore, perceived 

to be pervasive in the work 

environment (Skarpaas & Hetle, 

1996).
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SHIFTS IN EMPHASIS

A potential enabler of Workplace Violence is the physical work environment itself.  Isolated areas, poorly 

lighted areas, high noise levels and physical spatial distance from others can encourage WPV as it is not 

in a physical context (a tangible location), the responsibility of the Facility Manager and Building Owner 

elements of the problem. As examples, lighting can be installed or upgraded, noise can be dampened and 

visual access can be improved, etc

is not distributed randomly across all workplaces. Instead, it is clustered in particular occupational settings. 

More than half (56 percent) of workplace homicides occurred in retail trade and service industries. Homicide 

U.S. economy continues to shift toward the service sectors, it is understandable that 85 percent of non-

fatal assaults in the workplace occur in service and retail trade industries (BLS 1994). Fatal and nonfatal 

Each of these situations, activities or environmental conditions brings with it an elevated level of risk and 

susceptibility to WPV. For each of these situations or conditions, the facility manager and building owner/

resistant barriers and enclosures in taxicabs, convenience stores, gas stations, medical emergency 

departments and other areas where workers come in direct contact with the public might be considered. 

Locked drop safes and other cash-handling procedures can be provided in retail establishments. These are 

some of the alternative physical solutions. In addition, threat assessment policies in all types of workplaces 

can supplement the physical elements.

OSHA’S REGULATORY INVOLVEMENT
The Occupational Safety and Health Administration (OSHA) is the main U.S. federal agency charged with the 

published by a federal agency addressing workplace violence. The main components include:

Over the years, OSHA has become involved in a variety of issues related to violence in the workplace. The 
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intervene to protect their employees from foreseeable acts of violence. 

1990s, as employers were waking up to the issue of violence in the workplace, this law was a major factor 

cited by legal staff and other employment professionals to get the resources necessary to begin the process 

of violence assessment program development and implementation. By the beginning of this century, most 

U.S. businesses had moved beyond the need to be reminded of their obligations in the area of violence 

assessment and management. Consequently, this law will continue to be relevant to most building owners 

inadequate job of managing an incident. Most, if not all, states also have their own versions of this act 

the threat of violence or acts of violence in the workplace – showing the necessity for building owners/

managers to work closely with their tenants to mitigate liabilities. 

LEGAL ASPECTS
There is also the legal side. Employers who failed to properly plan for and adequately address violence in 

the workplace have paid jury awards to victims and their families an average of $500,000 for out-of-court 

settlements and an average of $3 million for cases that go to trial. (Bates, 1993).

There is also, very likely, a cost associated with doing nothing. Below is just one example of a growing 

number of cases that hold employers liable when they knew or should have known there was danger yet did 

nothing to prevent it.

In a May 1999 North Carolina case, a disgruntled ex-employee returned to his previous place of 

employment and murdered three employees while wounding another. An Asheville County jury 

ordered $7.9 million paid to the families of two of the dead employees for failing to protect the 

workers. 

Is workplace violence a violation of a person’s civil rights? Many existing statutes, laws and guidelines form 

the basis for seeking legal recourse. OSHA ensures the right that all persons are entitled to a safe working 

an employer’s liability. 

Title VII of the Civil Rights Act of 1964. After resigning as a lifeguard, a young woman brought an action 

created a sexually hostile atmosphere by touching, remarking and commenting. She held her employer 

liable for the acts of an employee whose sexual harassment created a hostile work environment amounting 

to employment discrimination. She won her case in the U.S. Supreme Court (Faragher vs. City of Boca 

Title VII of the Civil Rights Act of 1964. After resigning as a lifeguard, a young woman brought an action 

created a sexually hostile atmosphere by touching, remarking and commenting. She held her employer liable 

for the acts of an employee whose sexual harassment created a hostile work environment amounting to 
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Fair Credit Reporting Act (FCRA). This act, which is found at 15 U.S.C. 1681-1681u, establishes rules of 

conduct for all investigations conducted by third parties that impact the rights of consumers, including the 

granting of credit, issuance of insurance and obtaining or being retained in a job. This law, which originally 

had a very narrow scope, was changed in 1996, thus creating a huge impact on the way investigations 

could be conducted, so the rights of consumers could be protected. There have been ongoing discussion 

and proposals for amending the law, but, as of this writing, none have been enacted. 

Negligent hiring and negligent retention are fodder for lawsuits when management fails to screen the 

applicants it employs. The difference between the two is in the time the employer becomes aware that the 

of responsibility for not properly supervising a known problem employee that they should have been 

monitoring. 

Federal Occupational Safety and Health Act. Although the law in this area still is developing, an 

employer who learns that a current or former employee has threatened violence against another employee 

may have to take certain preventive steps. 

Workers’ Compensation Act. An assailant may be compensated when the subject matter of the dispute 

leading to the assault involves the work itself or where the work brought the injured employee and the 

perpetrator together and created the situation that resulted in the altercation.

Americans with Disabilities Act (ADA). An employee whose behavior is perceived as threatening may 

be suffering from a psychological disability and entitled to rights granted by the federal Americans with 

Disabilities Act and related state laws. The good news is that, even though it will always be important to 

consider this law in relation to any case in an employment setting, it does not shield people whose behavior 

meets a certain level of harassment, threats or violence regardless of their medical condition. The ADA 

applies to employers with 15 or more employees. Check the statutes in the state where you work in the 

event that they may be more stringent. 

Family and Medical Leave Act (FMLA). Coverage includes the care of a family member (child, spouse, 

parent, domestic partner or child of domestic partner) with a serious health condition or the employee’s own 

serious health condition. That health condition could be the result of violence in the workplace.

Protective and restraining orders are court orders that require the party who is the subject of the order 

to comply with listed behavioral guidance or face criminal penalties for violating a court order. In most 

jurisdictions, protective orders are issued in conjunction with another criminal matter under adjudication 

(e.g., assault, stalking, spousal battery, battery) and restraining orders are issued in a civil court, either as 

standalone cases in which harassment, threats or a credible fear for physical safety are alleged or as a part 

of other cases in which conduct of one party has led to a request for the order.

These examples are largely federally initiated and enacted. There are many additional examples of state 

statutes that apply to the area of workplace violence. The responsibility is on each facility manager, building 

owner and employer to consult with his/her legal advisor to see where individual state laws may place them 

in a position of liability.
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AREAS OF RESPONSIBILITY 

shares the various responsibilities.  In addition to human resources, security and legal professionals, 

there might be other corporate stakeholders. Stakeholders could  include risk management and crisis 

management professionals, public relations/corporate communications, employee assistance programs 

(EAP), union leaders, occupational safety and health personnel, and business owners and executive level 

media relations professionals and employee advocates. These are all important participants if and when 

an incident occurs. There is another group of professionals, however, that typically are not mentioned, but 

manager.

Facility management professionals are responsible for the provision, maintenance and upkeep of physical 

work sites and maintain a close relationship with the aforementioned stakeholders. It is the facility manager 

who installs and maintains security and emergency devices, appropriate technology, doors and locks, 

interior space layout, public spaces, parking lots, landscaping and grounds, containment areas, lighting, 

stairwells and corridors, building systems and so on.

The facility manager has a stake in the prevention, response and recovery from workplace violence. These 

three topics will be covered in much more detail in following chapters with the same titles. Within each 

chapter, we will discuss the three Ps: procedures, personnel and physical space as they relate to the facility 

management professional and to the building owner and/or manager. 

It is not the intent of this paper to address the wide array of social issues that perpetuate workplace 

violence. Long-term efforts to reduce the level of violence in society must address a variety of social issues 

such as education, poverty and environmental justice. However, short-term efforts must address the 

pervasive nature of violence in our society and the role that the facility manager and building owner need to 

play in order to protect workers, customers and innocent bystanders. Workplace violence is a social issue 

but it also requires immediate action to address it as a serious occupational safety issue relating to facility 

management.
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2 PREVENTION

As a point of reference, violence is an aggressive behavior with the potential to cause harm. Broadly 

speaking, there are three forms of workplace violence:

  bottles, glasses, etc.)

   1. Criminal violence: violence perpetrated by individuals who      

    have no legitimate business relationship to the workplace     

    or the victim. Normally, the aim is to access cash, drugs,      

    stock or commit an unlawful act.

   2. Customer violence: violence perpetrated by individuals who either receive 

    services from or are under the custodial supervision of the affected workplace or 

    victim. Assailants can be current customers, former customers, passengers, patients, 

    students, inmates or even prisoners. An event or altercation often arises through 

    business activities. Violence by customers or clients may occur on a daily basis in 

    certain industries and this type of violence represents the majority of non-fatal injuries 

    related to WPV.

   3. Co-worker violence: violence perpetrated by individuals who work within the 

    individual perceives as being unjust. Fatalities related to violence by co-workers have 

    received much media attention, but account for only a small proportion of all WPV-

    related fatalities.

    who have a personal relationship with an employee outside of work such as a spouse, 

    partner, lover, relative or acquaintance. The assailant’s actions are motivated by his/

    to the assailant. This often is perpetrated within the work setting, simply because the 

    offender knows where a given individual is during the course of a working day.   

VIOLENCE IN THE WORKPLACE
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Workplace violence, and the impact of these incidents, can be mitigated through the recognition of the 

impending signs of potential violent behavior. Had people been properly trained and educated to detect and 

clearly understood. While violence cannot be entirely prevented, the likelihood of it occurring can be 

reduced. Prevention is the cornerstone of any workplace initiative aimed at curbing violence and aggression 

but it might not be necessary at all if the incident can be averted or prevented. 

Prevention of aggressive acts does not need to be complicated or expensive. Combining prevention 

strategies with initiatives that are intended to respond to incidents as they occur can be a powerful deterrent 

to workplace violence.

Primarily, problems arise from negligent hiring, retention and failure to protect the workplace. To avoid 

these problems, employers and their human resources staff must use every advantage afforded them. The 

most important of all is information. When it comes to potential employees, screen all applicants with every 

means available. If a potential problem becomes known, seriously consider whether or not to retain that 

individual. 

Once the workforce is established, ensure that certain proper security methods are in place to provide a 

rooms, building controls, drawings and a wide variety of additional resources that will be described in further 

detail in a few pages. 

PLANNING GROUP

the potential for and the actual occurrence of WPV. It then recommends ways to strengthen its response 

capability.

include representatives from senior management, human resources, employee assistance program 

(EAP)*, safety, security, facility management and a psychologist or psychiatrist who is a threat assessment 

professional. Membership also could include representatives from the medical department, EEOC, public 

affairs, and could simply involve a group of employees to work with management in this task and then bring 

in outside professionals to assist them where they need their professional input.

The next chapter focuses on the actual response to a WPV incident but we mention the response team 

the planning group, only a few of them generally will be involved in responding to reported incidents. For 

example, representatives from human resources, facility management and security often make up the 
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directly to incidents but, rather, act as consultants to the incident response.

Planning Process

There are four steps to the planning process:

 Step 1: Organizational analysis

 Step 2: Fill in skill gaps

  resources.

 Step 3: Develop procedures for reporting incidents

 Step 4: Develop response plans 

  bullying/disruptive behavior or co-worker/outsider.

  response effort.

Not all WPV can be prevented as there is a factor of unpredictability. Careful planning can reduce risk to 

disruptive behavior at an early stage. Often, careful planning can avoid the escalation to a dangerous and 

violent stage and result.

* If your organization does not have an employee assistance program, information on forming one is available in the Resources section at the end 

of this report.
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THE THREE P’S

of violence: Procedures, Personnel and Physical Space. They are the Procedures required to drive the 

actual collection of data and employee information. Next are the People requirements to do the data 

collection, sorting, evaluation and storing. Finally, there is the Physical Environment or the site context 

where an incident takes place. This physical location actually can enable the event or help to mitigate it. We 

call these the Three Ps.

Procedures

To develop a survival mind-set, there are several preventive and strategic procedures to consider:

Ask your employees

No one knows your workplace better than the people who use it every day. Open a dialog with current 

Appendix H provides some insight on how to interview employees to determine threat potential.

  experienced or heard about?

  and levels of staff and management are included in the survey. 

Look for existing sources of information

maintain? Is it in a form that is of use or value to your assessment?

  aggressive acts. 

  you may not be aware. Is there any information or are there resources they might be willing to share?

  Check with your local IFMA chapter or the IFMA  headquarters in Houston, Texas. Ask if they have   

  examples of violence prevention policies and procedures. 
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Review any existing practices

Do you have any existing controls by way of policies, procedures, standards or guidelines in place to 

  safety procedures?

  on resources available, training and entitlements.

Review written corporate policies and procedures

The written word is the safeguard in providing a secure working environment. Policies and procedures are 

the road maps to follow to ensure compliance and to protect both the employee and employer.

  procedures (see Appendix A). 

  careful thought. 

  policies that protect the employee. 

  and enforced. 

There are many advantages of having a written policy statement including that the statement:
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Develop procedures for resolving conflicts and disputes 

  a top priority. 

  situation. If there is no one on staff that meets this need, keep one on retainer should the need arise.

Develop a response plan

their safety is of paramount importance. Incident planning is a key preventive measure to demonstrate the 

  security force, patrols). 

Conduct a risk assessment

conduct a risk assessment. 

PERSONNEL
There are a number of experts who play a critical role in WPV prevention. They might be split into two 

or three groups that play a role in preventing or responding or recovering from workplace violence. The 

roles that they play may differ for the same people who may participate in more than one group or team. 

The previous discussion outlined many sources of existing information. The challenge is accessing that 

information and compiling it so it is available when needed and in a format that is easily understood.

The Planning Team is typically comprised of human resources, security, facility management and 

administration. The type of data they would collect would include fairly generic information such as:

  health care, service, consulting?

  multi-tenant building?
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The response team is referred to by several names such as critical incident team (CIT), response action 

we will use the term crisis response team. Members of this team could include the members of the planning 

team. Because of their involvement in any WPV incident, this team also would lay a critical role in any 

  and the like? 

  working alone, working in remote locations, handling cash or medications, customer service?

  furniture and equipment?

The recovery team likely will have some overlap personnel from the planning or threat assessment team 

themselves with. In the event of an incident, they are up to speed on the background information. 

Team members and their responsibilities would include:

  That may be called to the scene

  media should they become involved.

  This person might be on call.

  might be on call.

  utilities, building systems, etc. 
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PHYSICAL ENVIRONMENT 

realm of the facility manager. In the prevention stage, the physical environment needs to be assessed and 

evaluated just as any human resource policy or emergency procedure needs to be. The following list is not 

cell phone texting

   Internet

   video screens

   e-mail

   sirens

   

   voice mail

   public address system

ASSESSMENT

helpful in understanding where each component in this prevention paradigm resides.

Personnel Physical Space

A S S E S S M E N T

Procedures
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employee data can be collected via an online survey as described in Appendix H. 

values, human resource policies and practices, management style and practices, security measures 

and relationship with employees, which may contribute to violence occurring. Creating your own risk 

assessment tool will be described in more detail later in this chapter (also see Appendix D). 

for so it may alter, adjust or eliminate those factors that may increase the likelihood of a violent incident 

occurring. The tool helps you go beyond identifying the characteristics of a potential WPV perpetrator to 

discovering the early warning signs and factors that may create an environment where violence is more 

likely to occur. 

A risk assessment can be an integral part of a good occupational health and safety management plan that 

improves the health, safety and awareness of workers. A workplace risk assessment:

A workplace risk assessment looks at each part of the operating procedure under standard conditions 

within that workplace. It pinpoints the situations where the risk of violence is highest. Evaluating the risk of 

violence in one workplace also can establish criteria to compare one operation to others who share similar 

activities and risks. This allows companies to compare their experiences to others in the industry sector. 

The assessment should be reviewed annually or when new circumstances might introduce new or changing 

risks, such as serving new clients or new operations.

liable, either directly or vicariously, for violent acts committed by their employees against other employees 

or third parties. In the United Kingdom, employers have a legal obligation to complete risk assessments. 

No matter if it is mandated or not,  having such knowledge available is a very valuable resource. A building 

manager, facility manager or owner has a means to possibly anticipate and/or mitigate a potential problem 

if an employee commits an act that causes harm or is considered harassing or intimidating. Such an act 

could even be directed toward others who share or who may visit the facility. The same is true for tenants 

or residents of a facility who have employees that represent a potential risk and act out on a building/facility 

employee. As described earlier, employers can be held liable for injuries suffered by their employees as a 

result of violent acts of third parties or non-employees. Finally, facility and building managers, and owners 
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can be held liable for not providing a safe workplace if they do not take reasonable efforts to provide 

facilities free of dangers. Therein lies the value of an assessment. 

It is the responsibility of facility managers and building owners/managers to be knowledgeable about the 

their strengths and weaknesses. Mitigation of exposures is an essential part of this process. It is not always 

necessary to mitigate all risks but rather to understand and review countermeasures that can be defensible 

in the long term.

exposing the weaknesses will make them more liable if they are not addressed. The reverse is true. What 

it can develop and implement a reasonable, cost-effective plan to remedy the problems. The courts do not 

has been made and a reasonable plan is in place to effect necessary changes. By conducting this type of 

To this point, we have discussed the ‘who, what and why’ of risk assessment but we have only alluded to 

assessment for the potential of workplace violence.
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HOW TO CONDUCT AN ASSESSMENT
There are many ways to conduct an assessment. 

yesyes

yesyes

yesyes

yesyes

Type of Business
Private vs Public
# of Employees
Owned vs Lease
Location
Hours of Operation

nono

nono

no

no

Enterprise
Data

Threat
Assessment

Team

Physical
Data

HR Data

Exist?

Exist?

Exist?

Exist?

Collect
Data

Store Data

Store Data

Store Data

Reference

Reference

Assign
Roles

Conduct
Assessment

Review
and

Update
Digitize

Review Data
and Prepare
Action Plan

Drawings
Control Systems
Site Maps
Emergency Sys.
Monitoring Equip

Reaffirm
Roles

Select
Team

Members

Collect
Missing

Data

Existing Policies
Employee Handbook
Safety Guidelines
Security Procedures
Incident Reports
Job Processes

Collect
Data
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process, Enterprise Data, is information about the business (or the enterprise) itself. If the data cannot be 

located or does not exist, then it must be collected or developed. If the data is available but scattered, it 

must be collated and made available to the team in a single location. One source for this information is 

Standard & Poor’s which encapsulates all of it. Simply ensure that the information is current and correct and 

then store the data in electronic format for easy, quick access.

The second process is human resources data. Some will be available, some available but protected by 

privacy constraints and some may be missing. Again, the existing data can be stored electronically. Access 

to this data will require clearances that are based on a ‘need to know’ basis and access is generally 

and then stored in a database for ready access.

from. When in-house resources are not available, executive management must determine the need to 

those roles, and record and store the information for quick access should the need arise.

Collecting physical data is primarily a checklist. The facility manager will specify what information is 

systems. 

A facility audit might look something like this:

  key facility management personnel including maintenance staff, facility planning, facility operations,

  project management, housekeeping and other groups that come under the FM umbrella. During the

  interviews, focus on the audit objectives, scope of the audit, existing facility rules, regulations

  and policies, and roles and responsibilities of the FM staff. In addition, the discussion should focus

  architectural, lighting, power, mechanical and process systems.

  operations and maintenance procedures and logs, systems schematics, emergency systems

  and interior layouts. It should be noted that the available plans must be as-built rather than design

  plans, otherwise there may be some discrepancies between the systems evaluated and the systems

  may need to be retaken to substantiate actual operating parameters.
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  are familiar with the plans and are available for deployment at all times. Maintain emergency 

  contact lists. 

  regularly checking their operation. 

  the background and security of their personnel who will be at the facility. Encourage FM staff to

  become familiar with contractors, vendors and temporary employees that are working in their areas

  facility security personnel. 

  stairways and exit corridors that can be used for evacuation.

  visitors, contractors and vehicles.

  areas, mail rooms, fuel or chemical storage tanks, pipelines and valves, HVAC and other utility

  service areas) that require special access controls. Maintain facility access points to the minimum

  needed consistent with facility operational requirements and safety considerations. Where

  necessary, design layered access points that provide multiple opportunities to permit of deny entry.

  Where possible, locate sensitive equipment and assets in the interior of the building. Evaluate and

  select access control measures for each access point. 

  cash-counting areas, drug handling and storage areas, are protected by high-security locks and an

  alarm system. If appropriate, apply the same considerations to critical corridors within a building. 

  objective of the audit is to identify opportunities for safety and security improvements, senior

  management input now helps establish the priorities that form the foundation for making those

  improvements. Wherever possible, store all this data electronically so it can be quickly and

  conveniently access should an incident occur.

An example of a Facility Audit form is provided for your examination in Appendix E. 
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POST-ASSESSMENT

comprehensive security plan and emergency response plan for the facility. Include:

  people who have special needs (e.g., physical disabilities, non-English-speaking). 

  media and the public in the event of an incident to advise them of the situation and to diffuse rumors 

  and panic. 

  assessments and security audits on a regular and continuing basis. 

CONCLUSION
We have covered a lot of ground in this chapter – and appropriately so. Prevention is the foundation of an 

effective WPV program. It begins with understanding of what WPV is before planning is done. Once the 

effort is planned, an assessment is completed to form the baseline to begin from.

Then procedures are developed or implemented by a team of selected personnel who are skilled in various 

areas of expertise. The physical environment is audited and then all that data are evaluated and an action 

plan is developed.

employees. 
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3 RESPONSE

No matter how effective your planning efforts have been to detect and prevent incidents, there are no 

guarantees against workplace violence. Even the most responsive employers face this issue. When a violent 

incident occurs, it is essential that the response be timely, appropriate to the situation and carried out with 

incident unfolds is when all the careful and thoughtful planning proves its worth. 

preparation necessary to respond appropriately if an assault occurs. Because work situations and 

developed for each site. 

VIOLENCE IN THE WORKPLACE
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The complicated parts are the activities within each step. Here again we have the Three Ps of procedures, 

personnel and physical environment. When an incident occurs, the procedures outlined and detailed in the 

psychological needs of affected employees. Other immediate steps include:

  as soon as possible.

  victim or help in securing the area.

  determine if it is safe.

Depending on the threat level of the incident, it may be resolved quickly or it may continue and impact the 

physical environment. That is why there is a dotted line between the two cells. At some point, the situation is 

resolved and no more action is required.

Management Process’. While there may be some minor differences in nomenclature, the process is very 

much like what we have discussed here.

is what drives the response and the ensuing actions that result in a safe resolution.

Either way (and there are many other ways to chart the response process) there are still the procedures 

implemented by personnel and there is some physical environment involved.
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THE INCIDENT MANAGEMENT PROCESS
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Emergency options
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Escalation Levels

In the great majority of cases, the effort of managing a threat of violence will go through a series of stages of 

The least threatening stage is one of simple anxiousness when someone is nervous, agitated and ill at ease 

person down. Typically, this is enough to resolve the situation and no more is said and no more action is 

necessary.

confrontations or stare-downs are example behaviors. Again, trained staff members or supervisors would 

Belligerence escalates to aggression in the next stage. Often yelling, pushing and verbal threats exemplify 

this stage. Things now have gotten to the danger level where the crisis response team is summoned 

Escalation of Events

CrisisResponse 

Team Leader

requests employee

to calm down

or leave
yes

yes

yes

no

no

no
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The last stage is the one where things have gotten to the point where the individual or persons around that 

non-employee such as a customer, visitor, spouse or intruder. If the initial report indicates an emergency, 

with a violent act already occurring or appearing imminent, the appropriate managers will carry out an 

immediate emergency response by calling 911 (if co-workers have not already done so), contacting security 

personnel or other emergency responders, and taking steps to get other workers away from the violent  

event and out of danger. For example, if someone has used or displayed a gun, evacuating the immediate 

A high-velocity crisis can be very intense and it would be easy for a crisis response team to lose 

in reality most do not function optimally. This may be due to a lack of training or inappropriate training. 

  method? If there is no in-house security presence, know when to call 911.

2. Fact Finding: this should include record keeping as all relevant information needs to be documented

3. Decision Making: who makes decisions? Who is the team leader and how is that person selected? 

  expected and when. Write them down. 

5. Implementation: how does the team swing into action? The team must be aware of the levels of 

  escalation and what each level requires of them.

6. De-escalation: the cooling off period. Who does what? Again, assign roles and document them. 

  Practice them.

Case Studies

can be used for this purpose. These case studies can serve as thought starters and excellent discussion 

topics. While they are not exhaustive and cannot cover every incident, there are enough there to be of value. 

In each case study, a scenario is presented along with a response to the WPV incident. Then there are 

several questions of how things may have been done better, faster or with less risk. As the team gains more 

Employees who are victims of WPV will take only that action necessary to preserve life and prevent further 

harm. In the worst of times, employees may need the services of an employee assistance program or other 

several provisions for follow-up after an incident occurs. Medical and psychological treatment, medical 

suffering further loss or embarrassment. 
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Incidents Occurring Outside the Workplace 

A work-related threat or act of violence could occur away from the workplace. For example, an employee 

might receive threats at home or might encounter a disgruntled employee in the community. Any employee 

who is confronted away from work should immediately report the incident to local law enforcement. The 

affected employee also must report any such threats or acts of violence to his or her supervisor as soon as 

Investigation and Evaluation

misses, should be investigated as soon as possible. A delay of any kind may cause important evidence to 

the investigation:

After an incident occurs, it is especially important to review the WPV prevention program and assess its 

One small case in point might be the seemingly mundane measurement of door width. What could that 

have to do with WPV? The table below shows the amount of time it takes for a person to pass through an 

exterior stairwell door. The facility manager is probably not going to change out every stairwell door but this 

table should be remembered when a renovation or new construction is going to happen.

  Source: John H. Klote, 2008     

32
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Important Records to Keep

There is a variety of data to maintain and keep current including:

  (share with employees who need to know).

Concluding an Incident

When a situation is judged to have been safely resolved, remaining issues can be referred back to line 

is over, the threat management team should undertake a careful review of what happened, re-examining 

both the circumstances of the precipitating event and the response to it. The purpose of the review will be 

to determine if any change in workplace conditions, policies or in violence response procedures could help 

avoid similar incidents in the future or manage them more effectively if any occur.



Violence in the Wor k pl ace – The Role of the Facilit y M a nager

34

2008 IFMA Foundation

4 RECOVERY
No matter how effective your planning efforts have been to detect and prevent incidents, there are no 

individual and several factors, including the duration of the event, amount of fear and terror experienced by 

the victim, the sense of lack of personal control that the employee had during the incident, and the degree 

WPV effects do not disappear after the incident is over, and the harm is not only to the employees who are 

directly involved. Other employees are affected and will need healing if an incident escalates to physical 

violence. Healing may come more easily if psychological support is part of an employer’s crisis response 

from the beginning.

nature and concerns the individual or victim who was directly involved in the violent event. Although 

procedures to deal with the situation and to help in the healing process to enable the workforce to return to 

degrees.

shock, disbelief, denial or numbness. Physical manifestations that may follow include shock, increase 

in heart rate, rapid respiration, sweating, heightened or distorted perceptual senses, and a rise in 

adrenaline levels to meet a real or perceived threat.

The second stage is awareness where the employee may feel a variety of intense emotions, including 

anger, rage, fear, terror, grief, sorrow, confusion, helplessness, guilt, depression or withdrawal. This 

stage may last a few days, a few weeks or even a few months.

event. The employee seeks a level of understanding of the event so he or she can get obtain closure. 

This stage may be a long-term process. 

VIOLENCE IN THE WORKPLACE
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There is much more that could be said about individual recovery, and it is well covered in the literature, but 

the authors will leave such discussions to human resource specialists and mental health experts. The area 

of WPV impact on the psychological well-being of employees is not the purview of facility management.

recovery that are managed by the facility management function. This recovery is crucial to the continuance 

of the business. As stated earlier, statistics show that 40 percent of businesses will not fully recover from a 

begins immediately. Following a critical incident, it is extremely important that employers respond quickly 

to these situations by providing the necessary support to employees. Plans for these activities are best 

developed in advance and not during an emergency. Because everything cannot be done at the same time, 

the recovery plan can be divided into two steps: immediate and long-range.
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Within each step, there are several activities that follow a general sequence and they are carried out by 

identifying yet another team, we’ll continue to refer to the critical response team as the focus of the recovery 

efforts.

activities that support them. Each activity is accomplished by staff associated with that activity.

RECOVERING

PROCESS  
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IMMEDIATE STEPS

Defusing

an experienced, trained expert who can aid employees in understanding what they have experienced and 

is this personas responsibility to provided information on how employees should care for their emotional 

and physical health and they may be given the number of the local crisis help line. Employees should be 

encouraged to seek support that will prepare them for the after-effects of trauma. 

Clean-up

other facility related requirement.

Internal communications

It is imperative to inform other employees what has happened, what is happening and what is going to 

happen next. When people aren’t given accurate information about what is going on around them, or in 

their workplace, they feel helpless and isolated.   This opens the door to speculation, conjecture and rumors 

which are often frightening and largely incorrect. If an EAP is available, best time to advise management 

of the best ways to help employees cope with the emotional impact of the incident. It is important for 

managers to share information with the rest of the workplace community as rapidly and honestly as 

possible, so that false reports and irrational fears do not make matters worse. Well in advance, management 

should have lines of communication established and alternative means of assembling employees should be 

in place.  These actions should be put into play as soon as possible, once the physical danger has been 

resolved. 

Media relations

media will grab anyone who will talk with them regardless of the accuracy of their information. Therefore 

having only one person as the media contact allows some measure of control of the timeliness, consistency 

and accuracy of the information being reported. 

Checklist for recovery

The team needs to run through a checklist of follow-up activities to ensure that everything has been covered 

starting point. Meet in the command center and use the walls as a work surface to post activities, personnel 

and progress.

Debrief
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that is designed to provide educational input that can be used for team support, alleviate trauma and 

Legal

The last activity in this step is to request input and advice from legal counsel – either an in-house legal 

to the media. Potential liability associated with misinformation, culpability of participants or responders, 

workplace safety issues such as reasonable security precautions, employer liability, liability for independent 

contractors, negligent security, negligent failure to warn, negligent retention, negligent supervision and so 

forth are some of the areas that may require legal input. Should the legal question involve the possibility of 

LONG-TERM STEPS

Post-incident review and evaluation

Before any review and evaluation is done, the employer must determine how the information is to be used 

and who will have access to it. Based on these decisions the scope and the resources involved in the 

investigation can be determined. The type of incident will dictate whether the investigation will be handled 

criminally and/or administratively.

Post-incident review and evaluation provides a critique of the handling of the response to determine if 

everything was done that could have been done to prevent the incident. The follow-on to that is to apply the 

trends to reduce workplace violence.

The most direct, straightforward way to collect this type of information is to interview participants and 

witnesses as soon after the incident as possible. Try to get to any witnesses before they have a chance 

ensures that all witnesses are asked the same questions. An example interview is included in Appendix H.

In preparing for and conducting interviews, an experienced interviewer needs to be:

In any event, it will be necessary to demonstrate that any statements obtained from a witness during an 

interview are voluntary in the event that statement is used later in any disciplinary action. It is recommended 

that the investigator take steps to document the consent of the witness to participate in the interview.
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Post incident follow-up

If the consequence of the incident is determined to be a criminal act, there are few options left to the 

employer. Law enforcement agencies will assume responsibility and pursue charges if deemed necessary. 

work process related and beyond the scope of this discussion. There may be policy changes to be made 

or updated. Security procedures may have to be revamped. Hiring, retention and termination procedures 

may need another look. Supervisory practices could be incomplete or substandard as well. Implementation 

represent those elements.

the review and evaluation will establish the need for and priority of any changes to be made.

Post incident recommendations

These conclusions and recommendations are the outcomes of the follow-up investigation. Some of the 

recommended changes have been alluded to but the focus of this section is facility management. Because 

of the seemingly unending variety of building types, facility recommendations made here are general in 

building, commercial building, retail establishment, bank or whatever. Each facility manager must determine 

how these recommendations could be applied to his/her facilities. Some of these recommendations may 

be low hanging fruit and easy to implement while other may have to wait for a renovation project or new 

construction. 

The role that the design of the physical environment plays in preventing or mitigating criminal activity 

has been a topic of interest and research for almost 50 years. Some of the very early discussions were 

presented at the First Architectural Psychology Conference at the University of Utah in 1961 (Taylor, 1961). 

(Newman, 1972). Since those early beginnings, many have researched and written about the prevention of 

crime through environmental design. Some of the interactive roles between the environment and activity that 

occur within it are presented below.  

Parking. Designate visitor parking. Make parking areas visible from windows, doors and the reception area 

where possible. Adequately illuminate parking areas and pedestrian walkways. Assigned parking, although 

to shops if rear public parking is offered. Have the employee entrance close to the employee parking and 

workstations. Keep nighttime parking separate from service areas.
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Building exterior. 

spaces with fences or gates. Ensure that exterior break areas, eating areas and recreation areas are visible 

from many of the building’s windows. Screen or conceal dumpsters, but avoid creating blind spots and 

hiding places. Use good lighting at all doors that open to the outside. Install windows on all four facades of 

buildings to allow good surveillance. Place playgrounds where they are clearly visible but not next to parking 

lots or streets. Limit entrance access to the building to only one or two points. Use pedestrian scale street 

covered walkways to restrict access to the roof and avoid other structural features (such as door overhangs 

and fences) that provide roof access. If bike racks are provided, locate them in a main area that is easily 

observed from a normally occupied area of the building. Secure all out buildings and locate them in areas 

that can be easily observed. Make private areas harder for non-employees to access.

Landscaping and signage. Avoid landscaping that might create blind spots or hiding places. Prune trees 

and shrubs to allow visual access to all parts of the site. Allow shrubbery to be no more than three feet for 

clear visibility in vulnerable areas. Prune trees and shrubs back from windows, doors and walkways. Prune 

the lower branches of trees to at least seven feet off the ground. Locate signs on and around the premises 

Loitering and so on. Clearly mark public paths. Use signs to direct patrons to parking and entrances.

Building interior. Provide good illumination in hallways. Building elevators and stairwells should be in 

locations that are clearly visible, open and well lit. Design hallways to be easily observed with very few 

offsets. If there are pay phones or public phones in the building, locate them so they are observable by 

the receptionist. Ensure that access to public rest rooms is visible. Placing height markers on exit doors 

will help witnesses provide more accurate and complete information to police following an incident. Use 

business. This has the added value of not only making employees feel safer but also allowing employees to 

be more attentive to customers thus increasing the perceived value of your business products or services.

Interior layout. Look to see if the interior spaces are oriented in a logical fashion. Are functional areas 

grouped together? Is the employee space too easily accessible from public space such as entries and 

reception areas? Locate checkout counters at the front of the store, clearly visible from the outside. Arrange 

work spaces so employees cannot be trapped in a small enclosure. Use interior shelving and displays no 

need is required.

Maintenance. Maintain all common areas to very high standards, including entrances and right-of-ways. 

Maintenance is an expression of ownership of property. Deterioration indicates less control by the intended 

users of a site and indicates a greater tolerance of disorder. Use and maintain exterior lighting. Be sure to 

frequently empty trash receptacles. Keep buildings and walks clean and repaired. Keep lines of sight open. 

Keep plantings and grounds in good condition. Maintain parking areas to a high standard without pot holes 

or trash.

Security. 

that automatically lock upon closing on common building entrances. Provide two-way communication 

throughout the building. Install rear windows to face rear-parking areas for increased visibility. Allow window 

signs to cover no more than 15 percent of windows. Fully illuminate the exterior of the building and grounds 
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at night. Design water retention areas to be visible from the building or street. They should be visual 

amenities neither hedged nor fenced that could allow undesirable activities to be hidden. Place all entrances 

under visual surveillance. Use mirrors to see around corners and blind spots. Do not install permanent stop 

buttons in elevators. Avoid creating hiding places in alleys, storage yards and loading docks. Install a panic 

button or emergency call button in a convenient but unobtrusive location at the receptionist’s desk.

Technology. Use of technology is an important resource in preventing, responding or recovering from 

are a simple matter of switching and controlling from a central location. Sirens and public address systems, 

technologies exist for other reasons but have different applications. Cell phone texting, Internet/intranet/

LANs, video screens, e-mail and voice mail can play a part in meeting communication needs during a tense 

or dangerous event. CCTV is a very common surveillance technique and locating cameras in strategic 

There are some new technologies available that have a direct impact WPV. One is a new tabletop security 

computer system that is a user-friendly visitor management system. The computer system sells for less than 

$10,000 (less for schools) and requires Internet access. The device scans a visitor’s driver’s license and 

for schools) or under restraining orders or injunctions. The computer also may be programmed to notify the 

requestor if the visitor is not allowed to have contact with certain employees or children. Those who pass 

the screening have their picture taken and are issued a visitor’s pass with their picture, name, and the date 

and time they arrived. Check with your legal counsel to see what privacy information is accessible as some 

states limit the amount of background information that they will provide. Other security systems exist that 

provide the ability to incorporate GPS trackers in the visitor’s badge. Card reader systems allow (or prevent 

access) to areas of the building that need to be controlled and provide permanent documentation of who 

had access, when that occurred and how long the person stayed. New technology and applications of 

existing technology evolve almost daily. There is no end to possibilities. Check with a security consultant or 

the Internet to see what is available that will meet your unique needs.

Post Incident Record keeping

OSHA’s Record keeping Rule went into effect Jan. 1, 2002, and it requires employers to record and report 

and OSHA develop a picture of the extent and severity of work-related incidents. Within seven calendar 

days after you receive information that a recordable work-related injury or illness has occurred, you must 

acceptable substitutes. To be considered an equivalent form, any substitute must contain all the information 
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forms are available from the OSHA Web site at www.osha.gov/record keeping.

In addition to the required OSHA forms, it is recommended that other records be considered such as: 

  and all doctors’ reports and supervisors’ reports will be kept of each recorded incident, if applicable.

  These records will be evaluated on a regular basis by management.

  potential for aggression. 

  of the trainers should be maintained along with the training records. Training will be discussed in

  detail in Chapter Five.

Post incident monitoring

successful? Is there room for improvement? Where and how? Unless the team documents itself and 

monitors its performance, there can be no benchmark. 

Once changes are made, they need to be communicated through ongoing training and continuous 

be improved.
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5 TRAINING
According to an American Society of Industrial Security survey, the top strategy indicated by respondents 

to have its own training function, it can be a great asset in presenting and clarifying your corporate attitude 

on preventing unacceptable workplace behavior. Training is a critical component of any prevention strategy 

responding to an incident of workplace violence.

Bureau of Investigation recommends that training should be provided to both new and current employees, 

  employee’s manual.

  employee. 

  stress management, relaxation techniques, wellness training, security procedures and personal 

  security measures.

  to alarm systems and communication procedures.

  maintenance schedules and procedures.

  assistance after a violent episode or injury.

often, staff meetings include a WPV video that, theoretically, substitutes for effective training. In fact, this 

video may be the least effective way to educate employees on acceptable workplace conduct. 

In a classroom format, the trainer can recruit in-house professionals to assist in the training. The use 

potentially violent situation arises. Experience shows that employees and supervisors seek assistance at a 

much earlier stage when they personally know the resources and personnel who can help them.

VIOLENCE IN THE WORKPLACE
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Training should be mandatory and attendance taken. For new employees, WPV training should be part 

employee fails to attend training or make-up sessions, he or she should be subject to disciplinary action up 

to and including suspension without pay until training is completed.

trainer approach can be used, with supervisors responsible for training and evaluating the training of their 

could be useful as well as training to improve awareness of cultural differences (diversity) and to enable the 

development of workers’ cultural competence. Training also should alert employees and managers alike to 

be watchful for elements in the physical work environment that may prove to enable WPV.

Videos were a method of choice for many years even though they may not have been the most effective 

method. Now computer-based training (CBT) is gaining popularity as it is  fast, convenient, economical and 

user-friendly.

none at all. Ignoring the need will not make it go away. 

LEVELS OF TRAINING

teams. For their own protection and that of co-workers, it is requisite that all employees be involved in 

preventing WPV. A truism of military training, that has proven itself repeatedly, is that when things get out 

of control, people fall back on their training to deal with the situation. In order to make your staff aware of 

effective training and education. 

There are levels of training that mirror levels of workplace violence that would include topics appropriate for 

everyone. There also are training methods that vary widely and have a spread of effectiveness that is just as 

the basic level of training is that for general staff employees. The next level is management and supervisory 

General training. 

Staff Training. 
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This training should be offered to all existing employees and as part of the orientation for new employees. 

Updates and reviews of policies and procedures should be done annually at performance review time. 

Effective methods for this type of training could be computer-based, video or classroom.

Management Training. 

sudden changes in personal behavior and unexplainable anxiousness with co-workers. They must 

distinguish threat levels and de-escalation techniques as well as know how to properly handle a report 

from an employee. Training also should clarify, in particular, company policies regarding discipline and 

Management/Supervisory responsibilities would include special needs employees who must be 

accommodated and assisted as needed, basic leadership skills, clear standards of conduct and 

performance, prompt attention to employee concerns, probationary periods, counseling, discipline, 

alternative dispute resolution and negotiation skills. 

This training must be offered to all existing supervisors and managers with updates and improvements as 

needed. Classroom training is likely the most effective as it should rely heavily on case studies to be studied 

and reviewed in class. Videos could be useful in presenting case studies. Examples of case studies and 

practice exercises that can be used for training purposes are included in Appendix G.

Crisis Response Team Training. This is the most complete corporate training program on WPV as the 

success (or not) of planning, response and recovery lies directly with this team. Their span of control is 

broad and actions are decisive. This is the group that conducts threat assessments and has to know what 

to look for, what the shortcomings might be and what the remedies are. Their responsibilities are start 

verifying the availability of outside support resources such as the EAP, grief counselors, and legal services. 

They must review and drill the crisis response to be ready at anytime for any reason.

Effective training methods are a combination of written policies, procedures and manuals along with 

classroom work, team building, videos, role playing and case studies. Again, case study review will 

individually and alone with just written materials. This is a team process and requires team training.

prevention is an overall lack of adequate and effective communication and training. In the pursuit of 

individual responsibilities and tasks, the importance of communication cannot be overlooked.
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SUMMARY

to protect your business, employees and facilities from serious risk or harm. WPV is a real issue. It is not a 

writers, actors or scripts. Those involved could be devastated and there could be long-lasting effects that 

extend far beyond the event. 

By taking this information and using it to develop your own workplace violence prevention plan, you will 

be ensuring that your business and your future are as secure as possible. Programs to prevent WPV, just 

supported by training and education. Should an incident develop, reporting procedures have to be used. 

stay current.

prevention planning positions employers to help meet their legal and ethical obligation to provide a safe 

environment for their workers. The best plans are based on a multidisciplinary model, drawing on the 

program, companies will be most successful if they create an atmosphere of fairness, trust and cooperation 

between employees and management.

In the spirit of sharing of information, The International Facility Management Association (IFMA) is making 

this paper available to its nearly 20,000 members. At the local level, there are numerous opportunities 

to share information. Through your professional associations, arrange a roundtable session, educational 

presentation, lunch-and-learn or other networking occasion. Facility managers are not competitors. 

prevention strategies, the pooling of resources to provide better training and working together to raise public 

awareness will help all employers. In particular, larger corporations with greater resources should share 

prevention to small businesses and the full spectrum of workers.
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GLOSSARY

Abusive behavior: 

property, and throwing food or objects. 

Assaults: Any aggressive act of hitting, kicking, pushing, biting, scratching, sexual attack or other such 

physical or verbal attacks directed to the worker by a patient/client, relative or associated individual that 

arises during or as a result of the performance of duties and which results in death, or physical or mental 

injury. An assault may be committed without touching, striking or doing bodily harm to another person.

Bullying:

humiliate or undermine an individual or groups of employees.

Computer-Based Training (CBT): Training an employee completes from his/her computer workstation. 

The training is accessible via the Internet (Web) or CDs. 

The perception or actual occurrence of diverging, opposing, competing or incompatible 

differences between two or more people. Unresolved can escalate into a dispute.

Credible threat:

a manner that causes a person to know he or she is the target of the threat. This puts the person in fear for 

his or her safety or that of the immediate family. 

Critical Response Team (CRT): Also termed incident management team, this refers to the personnel 

Crisis Management: 

crisis team members for dealing with violent crises, providing for the care and support of victims and their 

of violent incidents at the crisis and post-crisis stage.

Critical Incident Response: 

after an incident when violence or aggression occurs. 

A workgroup intervention in which trained counselors 

facilitate group and one-on-one discussions and provide other support (such as referrals to local counselors 

or community agencies) for employees exposed to a traumatic event in the workplace. 

Danger Level: Any behavior with the intended outcome of causing harm or injury to others.

Dispute: 

interests damage relationships or escalate to rights or power-based resolutions.

VIOLENCE IN THE WORKPLACE
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Employee Assistance Program (EAP): An employer-sponsored program designed to provide 

personal or work-related concerns. 

Facilitation: 

to a dispute. It is procedural assistance provided to enable participants to communicate more effectively 

and move toward agreement.

Fair Credit Reporting Act (FCRA):

promote accuracy, fairness and the privacy of personal information assembled by credit reporting agencies 

protections pertaining to things such as credit reports, consumer investigatory reports and employment 

rights of data quality (the right to access and correct information), data security, limitations on use, 

requirements for data destruction, notice requirements, consent and accountability. 

Formal Complaint: 

concerns or discontents with work environment. 

Harassment, Prohibited Workplace: Prohibited workplace harassment is unwelcome or unsolicited 

speech or conduct based upon race, sex, creed, religion, national origin, age, color, disability, veteran status 

or sexual orientation that creates a hostile work environment or circumstances involving quid pro quo. 

Hostile Work Environment:

the particular person who is the object of the harassment perceives to be hostile or abusive. A hostile 

work environment is determined by looking at all of the circumstances, including the frequency of the 

alleged harassing conduct, its severity, whether it is physically threatening or humiliating, and whether it 

unreasonably interferes with an employee’s work performance. A hostile work environment is created due 

to prohibited workplace harassment or other forms of discrimination based upon race, color, religion, creed, 

sex, national origin, age, disability, veteran status or sexual orientation. 

Incident Management: Also termed ‘‘Case Management,’’ this refers to the processes, strategies and 

methods followed by a crisis response team to receive reports of behaviors requiring assessment, assess 

achieved.

Mediation: This is a voluntary process in which an impartial third party assists parties to create a mutually 

acceptable solution to their problem. Mediation can be used as a stand-alone process or it can be part of 

another formal or informal process.

Retaliation: Adverse action taken because of opposition to unlawful workplace harassment. Any conduct 

causing interference, coercion, restraint or reprisal against a person complaining of unlawful workplace 

harassment or participating in the resolution of a complaint, grievance or appeal. Any act of retaliation 

should be communicated immediately to employee relations. 
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Risk Assessment: The overall process of estimating the magnitude of risk and deciding what actions will 

be taken.

Situation or incident: 

has led to or could lead to violence.

Stalking: 

reasonable person.

Threat: 

include words or actions intended to intimidate another person or to interfere with the performance of his/

person to pass). 

Threatener: A person reported to be a risk of violence toward others or himself/herself and/or a person 

who has committed an act of physical violence. 

Threat Assessment: 

professional or group of professionals to determine the nature of the threat and level of risk of violence 

presented by an individual and the steps to be taken to mitigate the risk.

Unacceptable Personal Conduct: Conduct for which no reasonable person should expect to receive 

prior warning. Such conduct may include personal conduct that disrupts work or the work environment, 

Unlawful Workplace Harassment: Unwelcome or unsolicited speech or conduct based upon race, sex, 

creed, religion, national origin, age, color or disability.

Violence: Any verbal or physical threat or assault on a person that either has the intention of injuring or 

or action(s) meant to provoke another can escalate and result in injury if not immediately and appropriately 

addressed by management. Threats of suicide are considered acts of violence.

Workplace Assessment: A tool that can be used in group intervention that provides an overview of the 

workplace.

Workplace Harassment, Prohibited: Unwelcome or unsolicited speech or conduct based upon race, 

sex, creed, religion, national origin, age, color, disability, veteran status or sexual orientation that creates a 

hostile work environment or circumstances involving quid pro quo. 

Workplace Violence: A broad range of behaviors falling along a spectrum that, due to their nature and/

injury or death.
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APPENDICES  

A. WPV Policies

B. Work Process Hazard Form

 C.  Security Checklist

 D. WPV Self Audit

 E.  WPV Facility Audit

F. Incident Report

 G. Case Studies and Practice Exercises

 H. Interviewing 

VIOLENCE IN THE WORKPLACE
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A – WPV POLICIES

statement. The second is more comprehensive policy standards. Neither example is all-inclusive, however, if 

Sample WPV Policy #1

Date: (Insert the Effective Date for Program)

(Employer Name) is concerned and committed to our employees’ safety and health. We refuse to 

tolerate violence in the workplace and will make every effort to prevent violent incidents from occurring by 

implementing a Workplace Violence Prevention (WPV) Program . We will provide adequate authority and 

budgetary resources to responsible parties so that our goals and responsibilities can be met.

All managers and supervisors are responsible for implementing and maintaining our WPV Program. We 

encourage employee participation in designing and implementing our program. We require prompt and 

accurate reporting of all threatening incidents whether or not physical injury has occurred. We will not 

discriminate against victims of workplace violence nor will we tolerate retaliation.

A copy of this policy statement and our WPV Program is readily available to all employees from each 

manager and supervisor.

Our program ensures that all employees, including supervisors and managers, adhere to work practices 

that are designed to make the workplace more secure, and do not engage in verbal threats or physical 

environment.

The management of (name of our establishment) is responsible for ensuring that all safety and health 

policies and procedures involving workplace security are clearly communicated and understood by all 

employees. Managers and supervisors are expected to enforce the rules fairly and uniformly.

Our program will be reviewed and updated annually.

Sample WPV Policy #2

workplace free from all forms of discrimination, including harassment on the basis of race, color, religion, 

gender, national origin, age and disability. It is also the goal of the Company to provide a safe working 

environment for all employees that is free from violence or any threat of violence. Violence and threatening 

behaviors in any form are unacceptable and will not be tolerated. 

 Harassment occurs when verbal or physical conduct defaming or showing hostility 

toward an individual because of his or her race, color, religion, gender, national origin, age or disability 

or that of the individual’s relatives, friends or associates, creates or is intended to create an intimidating, 

performance, or otherwise adversely affects an individual’s employment opportunities.
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Harassing conduct includes, but is not limited to:

1. Epitaphs, racial or ethnic slurs, negative stereotyping or threatening, bullying, intimidating or hostile 

  acts which relate to race, color, religion, national origin, age or disability.

2. Written or graphic material that defames or shows hostility or aversion toward an individual or group 

  because of race, color, religion, gender, national origin, age or disability and that is placed on walls, 

  bulletin boards or elsewhere on the Company’s premises or that is circulated in the workplace.

 Internal Complaint Procedure: Any employee who believes that he or she has been harassed in 

violation of this policy should report the conduct immediately to his or her supervisor or, if that person is 

responsible for the harassment, to human resources. A thorough and impartial investigation of any and all 

taken against an employee who complains about behavior which the employee, in good faith, believes is in 

violation of this policy.

Supervisors and Managers: The cooperation of supervisors, managers and employees is necessary to 

implement this policy and maintain a safe working environment. Supervisors and managers are expected to 

take immediate action to investigate reported threats or violence and any suspicious items or activities, and 

Penalties for Violators: Any employee who has been found, after appropriate investigation, to have 

harassed another employee in violation of this policy will be subject to disciplinary action up to and including 

termination.

 Zero Tolerance Policy: The Company wishes to maintain a work environment that is free of violence 

violation of the policy will result in immediate suspension, pending a complete investigation of the alleged 

incident. Any employee who is found to be in violation of the following guidelines may be terminated.

Violence includes physically harming another, shoving, pushing, harassing, intimidating, bullying, coercing, 

brandishing weapons and threatening or talking of engaging in those activities. It is the intent of this policy 

to ensure that everyone associated with this business, including employees, customers and vendors, never 

feels threatened by any employee’s actions or conduct.

The possession of weapons by any employee while on company property is prohibited, including keeping 

or transporting a weapon in a vehicle in a parking area, whether public or private. Employees are prohibited 

from carrying a weapon while performing services off the company’s business property.

disciplinary action, up to and including termination, will be taken against any employee who violates this 

policy. Any employee who violates this policy will immediately be suspended and removed from company 

property, pending investigation of the incident.

permits. However, the Company reserves the right to prohibit the possession of weapons on Company 

premises, in Company vehicles or while on Company time regardless of any permit obtained by the 

employee.
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It is everyone’s business to prevent violence in the workplace. Any employee who sees an incident that may 

involve violation of this policy should report the incident immediately to their direct supervisor or another 

member of management.

requirements.

consider in drafting a written workplace violence policy.

Checklist for Drafting a Written Policy

There is no list that is exhaustive but this checklist is fairly complete and should provide a solid foundation 

for those who wish to draft or review such a policy:

  customers, contractors or anyone else on the premises

  of employment

  information

  screening, psychological testing, references, interview questions aimed at workplace violence 

  (compliance with ADA), role-play scenarios aimed at ability to respond to irate people and stress, 

  and new employee orientation to explain company policies

  e-mails and phone conversations 

  emergency phone numbers near phones, providing necessary equipment (phones, panic buttons,   

  and two-way radios) 

  retaliation against the reporting party, establishing a hot line, allowing anonymous reporting

  statement from perpetrator, video evidence, if available, photographs of injuries, preservation of 

  physical evidence and copies of relevant police reports

  employee, written statement that directs accused employee not to return to premises and increased 

  security personnel
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  demotion, re-assignment or termination

  plan and frequency of training

  enforcement

  discussion of the needs of the victim(s), discussion of the needs of the perpetrator and 

  public relations



Violence in the Wor k pl ace – The Role of the Facilit y M a nager

55

2008 IFMA Foundation

B – WORK PROCESS HAZARD FORM
This form can be used to help managers and employees conduct an assessment of the potential risks of violence 

associated with the activities carried out in their departments or areas. 

Work Department/Area: 

Please describe your department/area and the types of activities/functions  performed by employees in the 

department.

Normal work hours:

History: Have there been incidents when employees in your department have experienced or been threatened 

with physical violence?  NO   YES, please describe incidents:

Have there been incidents when employees in your department have experienced verbal abuse, i.e. 

shouted at, obscene language, threats or obscene phone calls?  NO,  YES, please describe 

incidents:

Job Activities That Might Expose Employees to Risk of Violence

Do employees in your department work with money or other valuables?  NO   YES

Do employees in your department deliver or collect items of value?  NO   YES, please    

describe:

alcohol?  NO  YES

Do your employees deal with people who are deeply troubled or distressed?  NO  YES

Do employees in your department monitor or regulate the activity of others or carry out    

procedures or make decisions which adversely affect others?  NO  YES, please    

describe: 

Are employees in your department involved with activities that may elicit a negative or    

confrontational response?  NO  YES, please describe:

Are there other aspects of the work in your department that might spark a violent response? 

 NO YES, please describe:
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Job Factors That Increase the Risk of Violence:  

A person works alone when he/she works in a situation where he/she is out of sight and out of hearing of other 

employees.

Do any of your employees work alone during normal working hours?  NO  YES, please describe:

Do any of your employees work alone after normal working hours?  NO   YES, please describe:

Please describe any precautions already taken to safeguard employees of your department who work alone.

Please describe other factors that you feel might increase the risk of violence.

Reducing the Risk of Violence

Please describe policies or procedures already in place to reduce the risk of violence in your department.

In light of your responses to the questions in this assessment:

   Do you consider that all reasonable steps have been taken to prevent or reduce the risk of 

   violence?    NO   YES

   What further steps would you recommend?      

   What assistance do you need to accomplish any of the above steps? Specify:

Assessment completed by:                    Date:

Department:     
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C - SECURITY CHECKLIST
 Is there a security force responsible for the protection of the facility perimeter?

 No     Proprietary security force

 Contract security force   

Do local police regularly patrol the perimeter of this facility?     NO

Do security personnel regularly patrol the perimeter?    NO     

Does the security force monitor the entire perimeter via CCTV?     NO

Does a CCTV system monitor the grounds outside the building?     NO 

Is the CCTV system continuously monitored at a central station?     NO

Is the exterior CCTV continuously  monitored or  loop recorded?

Is the perimeter CCTV system regularly tested and maintained?     NO

Do the grounds CCTV have PAN-TILT-ZOOM capability?     NO

Are CCTV cameras positioned on the emergency intercoms?     NO

Can security hear and view the caller to deduce the type of situation that needs 

a response?       NO 

Do security personnel monitor facility entrances?    NO     

Does the security force monitor perimeter entry control points?     NO     

Are package inspections randomly conducted at the perimeter?     NO

Does security regularly train in the facility environment?    NO

 NO

 NO

 NO

Are all security incidents, including employee incidents, recorded and reviewed 

by management?      NO 

Are rest rooms checked other than during cleaning?    NO

Is there a physical security management plan?    NO



Violence in the Wor k pl ace – The Role of the Facilit y M a nager

58

2008 IFMA Foundation

OPERATIONAL PROCEDURES

Are there written policies on WPV?    NO   

facility access control policies?    All  Some  None

receptionists and other employees’ familiar threat procedures?     NO

facility and employee security policies and procedures?     NO  

a published emergency evacuation plan?    NO

Is there an emergency readiness and operations plan?    NO

which might effect operation?    NO

Are emergency plan procedures reviewed annually with all employees?     NO

 NO

Are emergency drills conducted on a regular basis?    NO

Are the intercom stations checked and maintained regularly?     NO

D - WPV PREVENTION SELF AUDIT
Are you open to the public?    NO

Has anyone been designated as the person responsible for coordinating the 

company’s workplace violence prevention initiative?    NO

Has an integrated workplace violence prevention team (also known as crisis 

response team) effort been established that includes representatives from the 

following functions: security, safety, risk management, legal, public relations, human 

resources and facility management?    NO

Does the company have a written workplace violence prevention policy?    NO

 NO

Does the company have a written plan describing how the workplace violence 

prevention plan will be implemented?    NO

Has a pre-established emergency protocol been put in place with local law 

contact the police during a critical incident?    NO

Have all managers been trained in workplace violence prevention?     NO

Have all employees been trained in workplace violence prevention?     NO

Have managers and employees been trained on how to spot certain warning 

signs that could point to a potential critical incident?    NO

Does the company have a policy prohibiting the possession of weapons on the 

company’s premises and while an employee is performing their job?     NO
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Does the company have a clearly written policy on Zero Tolerance?     NO

 NO

Has the company conducted a facility risk assessment of all of it work areas?  NO

Does the company have a process and procedure in place for conducting 

individual threat assessments?    NO

 NO

and/or are similar businesses or companies in your industry or geographic area 

 NO

Has the company benchmarked their WPV program with other in like 

businesses in the local area?    NO

 NO

(i.e., conciliators during strikes or lock-outs)?    NO

Are your employees involved in disciplining others (i.e., teachers)?     NO

Is there is a safety committee available as a resource to your staff for any 

 NO

Is the requirement clear on reporting incidents or threats of violence, 

regardless of injury or severity?  NO

Have employees have been trained in verbal de-escalation techniques.     NO

Have employees have been trained in self-defense/restraint procedures.   NO

Do employees use the buddy system to work together if problems arise?    NO

Are reference manuals up-to-date and available to employees?     NO

devices to enable them to request aid?    NO

Do you have designated safe rooms?    NO
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E - WPV FACILITY AUDIT
 NO

Are building entrances accentuated through architectural elements, lighting, 

landscaping and/or paving stones?    NO

 NO

Are all exterior doors well lit?    NO

Are hallways well lit?    NO

Are windows and exterior doors visible from the street or by neighbors?    NO

Are parking spaces assigned to each employee and visitor?     NO

Is exterior lighting equipped with emergency power?    All  Some  None   

Are parking areas visible from windows and doors?    NO

Are side parking areas visible from the street?    NO

Are parking areas and pedestrian walkways well lit?    NO

Are parking and entrances observable by as many people as possible?    NO

Do dumpsters create blind spots or hiding areas?    NO

Are elevators and stairwells clearly visible from windows and doors?     NO

Is shrubbery no more than three feet high for clear visibility?     NO 

Are the lower branches of existing trees at least 10 feet off the ground?    NO

Are stairwells well lit and open to view and not behind solid walls?     NO

 NO

Are fences designed to maintain visibility from street?    NO

Are exterior private areas easily distinguishable from public areas?     NO

Is the reception area positioned to screen all visitors?    NO

Does the reception area have a view of parking areas?    NO

Have case hardened dead bolt locks been installed on all exterior doors 

with a minimum of one-inch throw?    NO 

Is all interior lighting equipped with emergency back-up power?     All  Some  None

Are door hinges located on the interior side of the door or tamper proof hinges used?  NO

Are exterior door knobs a minimum of 40 inches from adjacent windows?    NO

Are there any dead ends or hidden alcoves in hallways?    NO

Are site entrances easily securable?    NO
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Are parking areas controlled by fence, gate or attendant?    NO 

Is parking for late workers assigned to close-in spaces?    NO

Are storage yards planned for vehicular access by patrol car?     NO

Are delivery entrances separate, well-marked and monitored?     NO

Are employee entrances close to employee parking and work areas?     NO

Is nighttime parking separate from service entrances?    NO

Is parking attendant positioned for maximum visibility of property?     NO 

Are delivery docks secured with locks?    NO

What method is used to control access to the shipping and receiving area? 

 Electronic or mechanical  Lock and key 

Are all exterior doors controlled in the same way?    NO

Are roof openings secured from the inside of the building?    NO  NA

Are operating hours the same as those of neighboring businesses?     NO

Facility Audited: 

Address: 

Hours of operation: 

Date of audit: 

Auditor: 

Contact phone number: (      ) 
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F - SAMPLE INCIDENT REPORT

Date of Report:                         Report taken by: 

Date of Incident:   Time of day: Day of week:

Name of victim:                 Phone number:

Age:                          Gender:             Mail drop/address:

  Employee       Job title:

  Visitor   Assigned work area:     yes  no  

         

Describe the incident:

Location of the incident: 

Assault/Threat was from:  Personal Confrontation   Telephone Conversation   Other, Please Explain:

Were any weapons involved? If so, describe:

Was the victim injured? Describe:

List any witnesses and phone numbers:
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Who perpetrated the incident? Name if known:  

  Co-worker   Client/patient/customer

  Supervisor   Stranger   Male     Female

  Relative   Other, Describe

What were the immediate intervention steps taken if any?

How did the incident end?

Was law enforcement called?  YES 

Resulting action:  Disciplinary measures  Police report  Criminal charges

 Restraining order  Letter to threatener  Perpetrator removed from the premises 

 Further investigation pending
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G - CASE STUDIES AND PRACTICE EXERCISES

to deal with WPV incidents. These examples have been excerpted, with permission, from case studies and 

These are learning tools intended to stimulate discussion as there is no one correct way to handle every 

situation. In a training environment, teams can explore individual approaches for dealing with the incidents 

presented. There are probably several ways that each incident can be handled and workable alternates 

available resources, both in-house and outside of it.

them. Next, the team will determine if the response described would work for them and why or why not. 

Then they will suggest alternatives and take inventory of the resources available. Discussion questions are 

provided at the end of each case study.

The examples are not exhaustive but do represent the types of workplace violence that might be more 

No reference to any individual, living or dead, is intended or should be inferred.

THREAT FROM DOWNSIZING/TERMINATION

The Incident

which was prompted by a continuous downward slide of the company’s income, the employee became 

director what to do. 

The Response

herself, the human resources vice president and president. They interviewed the supervisor and a number 

of other workers. They learned the following:

  a record of degrading job performance. The supervisor had talked several times with the employee 

  subsequent counseling session. His personal hygiene and appearance had begun to suffer, and 

  it was rumored that he was living in his car. There had been a few complaints about him being 

  extremely abrupt with visitors whom he was supposed to serve.
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  staff would be forthcoming, the employee had merely crumpled the notice and threw it on the 

  supervisor’s desk before walking out and slamming the door.

  children out of state. 

  hotel downtown.

  married and had two small children. A year ago, she had hosted a party at her home for her staff 

  and the terminated employee had spent much of the evening playing with her children.

  murder at a workplace in a neighboring state which had ended with the gunman, a former worker, 

  being shot and killed by the police. The supervisor said that the terminated employee had 

  tomorrow and that he could keep the lawn mower loaned to him by the terminated employee. In the 

  same call, the terminated employee appeared at times incoherent but did mention that the recent 

  divorce had forced him to lose his home. He also said that without his job, he would not be able 

  to make his child support payments and he knew his wife would retaliate by preventing their children 

  from visiting him during their next school break. The call ended with the terminated employee asking 

  his friend to tell his kids that he had always tried his best.

  not yet amount to a crime and, at this point, there was little that could be done. The police did 

  exhibited a number of extremely serious warning signs and pre-incident indicators: a) he had 

  coinciding with his likely termination. The threat assessment professional also noted that the 

  employee was familiar with his supervisor’s home and family.

  stationed at the company premises around the clock for seven days. Extension of the coverage 

  would be considered as the situation developed.
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  expenses.

  supervisor’s home by remote video.

  home. They were given a description of the terminated employee and his vehicle and were asked to

  call the investigators or the police if he was spotted in the area.

  neighborhood would be attempted as other calls for service allowed.

  might have regarding likely locations where the employee could be found.

  from the former employee or to assist any current employees who might be experiencing anxiety 

  over the situation.

The Resolution

The next morning, a neighbor getting his newspaper noticed a strange car pull up and park half a block 

a beanbag round, disarming him. They found a loaded shotgun in the golf bag. He subsequently confessed 

that he had intended to break down the door with the ax and murder his supervisor and her family. He was 

convicted of attempted murder and weapons charges and was incarcerated.

The Discussion

should simply wait and see?

information about troubling situations? What about a psychological or psychiatric resource for advice 

and counseling?

threat extended off-premises?

situations such as this?

7. What would you identify as risk factors?
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HORSEPLAY VS. FIGHTING 

The Incident

On a Friday afternoon, a supervisor had been driving home from work and noticed a group of employees 

congregating under a tree by the softball diamond on the premises. They were obviously enjoying a few 

beers and grilling brats on a small charcoal grill. They waved him over and he accepted one of the offered 

beers and took a seat at the picnic table in the shade. About an hour later, two of the workers began to 

horse around and show off their boxing skills. One employee misjudged his aim and, instead of merely 

coming close, actually made contact and bloodied the other worker’s nose. The injured worker swore and 

started throwing blows as if intending to cause harm. The two were pulled apart and everyone told them 

to cool down. The gathering continued and during the banter back and forth the bloodied employee had 

The following Monday morning at work, the supervisor had heard the workers teasing the one employee 

about it and telling all the employees who had missed the fun what had happened. Over a few hours, a 

supervisor noticed the butt of the jokes seeming to get more and more sullen about the ribbing. One of the 

other employees came up to the supervisor and warned him that if he didn’t do something, there might be 

trouble. The supervisor talked to the harasser and told him to knock it off, which ended the teasing. The 

other employees seemed to appreciate the intervention. 

The supervisor mentioned the situation while having lunch with the human resources manager. He was 

prior Friday was a violation of the company policy against verbal threats and that he wanted the employee 

ridiculous and wanted the crisis response team to decide what should be done.    

The Response

both the employees whose horseplay had gone too far. Others argued that the situation simply had been a 

brief spate of alcohol-fueled temper that had resolved itself before the gathering had broken up. There was 

also a lot of debate over the supervisor allowing the employees to drink on the premises after work as well 

as his own participation in the drinking. The legal advisor to the team said that any threat, no matter how 

if the situation ever developed into violence.

The discussion also involved the conduct of the worker who could not let up teasing on Monday. The team 

manager member of the incident response team said that, due to the after hours nature of the activity and 

the fact that a supervisor had failed to prevent the horseplay, there would be no way any discipline would go 

uncontested.

the Friday incident. They were both surprised that anyone would think the words spoken could have been 

mistaken for anything but good-natured ribbing. Both said that they continued to have a good relationship 
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and thought the whole matter was overblown. They also agreed that the employee who kept bringing up 

the incident on Monday was a loudmouth whom no one took seriously, and that the supervisor’s verbal 

correction had been all that was necessary.

The Resolution

It was decided that the entire section would be retrained on the company house rules relating to 

remaining after hours on premises, and the alcohol and horseplay prohibitions. The supervisor met with 

senior managers who pointed out how his lack of proper supervision had set the stage for what could 

employees being allowed to drink on premises before driving home. He acknowledged his failures and 

comment was verbally counseled that such comments, even in jest to friends, could be misconstrued by 

others and cause concern. The employee who had taunted his co-worker on Monday, was counseled to 

would not do it again.

Discussion

2 Are your supervisors properly enforcing work rules in order to prevent situations conducive to potential 

violence or other injury?

3. Does your crisis response team consist of diverse disciplines and perspectives to allow for all aspects 

of situations to be addressed?

decisions as to what course of action to take in the absence of consensus?

5. Make a list of the risk factors.

TEMPORARY RESTRAINING ORDER

The Incident

The facility manager of a sculpture park and garden telephones the crisis response team coordinator at the 

company headquarters. The sculpture park is located in a semi-rural area adjacent to a busy beltway. The 

facility manager tells the coordinator that a female employee has just told him that she had served divorce 

papers on her husband and at the urging of relatives, and with misgivings, she has obtained a Temporary 

he had frequently choked and beat her during their four-year marriage. He is an militia member and ex-felon, 

presently on parole for armed robbery. She left her husband two days ago and is living with a cousin whose 

address her husband does not know. He is, of course, familiar with her regular work site. The employee 

access to a number of guns owned by other militia members and friends. He had warned her on numerous 
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The Response

immediate meeting of the team. While waiting for the team to assemble, the coordinator places a call to 

the outside threat assessment consultant on contract with the company. The consultant advises that the 

following steps should be immediately taken at the site:

  locations and person(s) from whom the husband was ordered to stay away.

  available) and a description of all vehicles he is known to use.

  as possible and to have no communication of any kind with him.

  or absence from her work site.

The threat assessment consultant agrees to remain available by telephone to the company. The incident 

response team meets and, in addition to the consultant’s advice, decides on the following:

  the woman works rarely has visitors who do not make advance appointments, the supervisor 

  does not think this will be a problem. Because the door contains a narrow glass window, visitors 

  with appointments can be seen and admitted.

  or near the park. Callers are to be told that the woman is on vacation and that messages are being 

  taken.

  20 miles away. Her ex-husband is not familiar with this location

  measures to safeguard information about their co-worker and her transfer.

The Resolution

briefed on the situation and given the information about the husband’s vehicles and description. A copy of 

100 yards away from the woman and her workplace (her regular work site address was listed).

angry.

At 8:00 a.m., the coordinator received a call from the facility manager at the sculpture park. Arriving 

the police. When the police arrived, they spoke to the husband and noticed the butt of a pistol protruding 
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determined to have been stolen. He also was charged on the weapons-related offenses.

At a subsequent court hearing, a high bail was set. Later, the husband’s parole was revoked and he was 

convicted on a felony gun charge.

Discussion

1. What other steps might the crisis response team have taken to ensure the safety of the woman 

employee?

husband’s pre-attack behavior?

4. What would you identify as risk factors?

STALKING

The Incident         

in handling a situation he had just learned about. He had been counseling one of his employees about her 

frequent unscheduled absences, when she told him a chilling story of what she had been going through for 

the past year. She had broken up with her boyfriend a year ago and he’s been stalking her ever since. He 

calls her several times a day and she hangs up immediately. He sends he up to 20 e-mails a day. He shows 

up wherever she goes on the weekends and just stares at her from a distance. He often parks his car down 

the block from her home and just sits there. He’s made it known he has a gun.

The Response

meeting with the employee, after learning as much of the background as possible, they gave her some initial 

suggestions.

  recommendations for improvements.

  different times, reporting to work on a variable schedule.

The team then worked out the following plan:

  report of the situation and kept it updated. He kept the team members, the supervisor and the 

  employee apprised of what the others were doing to resolve the situation. He also looked into the 
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  feasibility of relocating the employee to another work site.

  consent, she also called the police where the employee lived to learn what steps they could take to 

  help the employee. She offered to coordinate and exchange information with them. The security 

  director arranged for increased surveillance of the building and circulated photos of the stalker to all 

  building guards with instructions to detain him if he showed up at the building.

  she would have to be exposed to the stalker’s verbal harassment. He forwarded any non-harassing 

  voice mail to a new voice mailbox established for the employee. The security director brought a tape 

  recorder to the supervisor and showed him the best way to tape any future voice mail messages 

  involvement in the case.

  employee and the supervisor throughout the time this was going on. He suggested local 

  the situation.

and security director jointly held a meeting with the whole work group to discuss any fears or concerns they 

had and give advice on how they could help with the situation.

The Resolution

In this case, the employee’s co-workers were supportive and wanted to help out. They volunteered to watch 

out for the stalker and to follow other security measures recommended by the security director. The stalker 

ended up in jail because he tried to break into the employee’s home while armed with a gun. The security 

director believes that the local police were able to be more responsive in this situation because they had 

been working together with security on the case.

Discussion

2. Do you agree with the employer’s approach in this case?

security director?

with the employee?

5. What would you do if/when the stalker gets out of jail on bail or out on probation?

continue supporting the employee with enhanced procedures?

7. If you have a union, would your union and management have agreed to conduct stalking training 

for employees?

8. What would you identify as risk factors?



Violence in the Wor k pl ace – The Role of the Facilit y M a nager

72

2008 IFMA Foundation

HARASSING BEHAVIOR

The Incident

A plant manager contacted human resources about a male employee who, for a period of four years, 

had engaged in harassing behavior that included threatening hand gestures, facial sneers, cursing at 

co-workers, being confrontational and intimidating others. In addition, the employee had made explicit 

sexual remarks and was badgering and bullying. On the other hand, the employee complained about others 

mistreating him at his workplace. In fact, he had lodged eight formal internal complaints about the behavior 

of four co-workers. In formal and informal complaints, he had claimed reprisals, retaliation, hostile behavior 

and racial harassment. He claimed there was a conspiracy against him. He said that he had received prank 

engaged in racial discrimination and lying. No complaints were sustained. Over a four-year span, few of his 

complaints resulted in co-workers being counseled about their behavior. Most of his complaints were not 

sustained. 

a knife in his socks. The employee was placed on leave with pay in order to conduct an investigation of his 

work environment. Three years later, the company sought to take action to resolve this situation.

The Response           

Human resources contacted a psychologist with threat assessment expertise to meet and help devise a 

response plan. The initial meeting consisted of a representative from human resources and the threat as-

sessment psychologist. At this meeting, the background of the case and the employee was discussed. The 

employer explained that the goal of the intervention was to devise a strategy which would enable the safe 

-

ployee to be evaluated by the psychologist for purposes of providing a plan of action based upon a mental 

The psychologist was provided information that the employer had sent the employee to a psychiatrist at the 

time he was removed from work status. The psychiatrist conducted one interview and performed no testing. 

The psychiatrist’s report indicated that co-workers had anxiety about the employee’s potential for danger-

ous behavior. Psychological testing results indicated the employee may have tried to present a distorted 

psychological test results showed that he desires to dominate in relationships and that he may have occa-

sional exaggerated aggressive responses. He has strong need for attention and affection from others and 

he may fear that these needs will not be met if he is more honest and open about his attitudes. People with 

persons in authority. There was no evidence that the employee suffered from disorders such as psychosis, 

depression or anxiety disorders. He operated at a normal level of intellectual functioning. There was evi-

dence that he may have various personality disorders.

The psychologist interviewed the employee, who was tense and cautious. He had an unusual affect, a 

prominent and intermittent facial grimace. He was articulate, deliberate and overtly cooperative. He denied 

any homicidal or suicidal ideation, thoughts, intent or plans. He claimed that he owned no weapons. 
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that he carried a knife on his person or that he ever does carry a knife.

The employee showed no evidence of hallucinatory behavior or obvious delusional beliefs. He said he had 

no problems with alcohol, and previously used it rarely. He denied any current substance abuse, but admit-

ted smoking marijuana while in high school. He does not take any medication.

The employee was asked if he would be willing to disavow any rights to gun ownership in order to return to 

work. Initially he responded by saying that he would have to consult with his union in order to not give up 

any rights. When told that some people are willing to disclaim such ownership rights in order to regain their 

position, he instructed this evaluator to write that he would do so. The psychologist completed his evaluation 

The Resolution            

no known substance abuse or psychotic disorder nor a known history of violence. However, the request to 

bring a gun to work and allegations that he wore a knife on his person were concerns. It was suggested that 

if the employee was allowed to return to the workplace, it would be prudent to accept his offer to disavow 

any gun ownership rights by having him submit a statement to this effect to authorities. The psychologist 

stated that because of the employee’s personality disorder, he was likely to continue to have problems deal-

ing tactfully with people. 

-

ever, the employer was warned that supervisory tactics would need to be employed to observe his work be-

havior and document whether or not he meets all requirements, including interpersonal comportment. The 

-

ployee. The employer was advised that a comprehensive risk management approach also would involve the 

was informed this approach could serve as an early warning system if the employee was engaged in active 

measures to plan an act of violence. Despite these recommendations, the employer decided against these 

measures.

The employer decided to retain the employee. The employer required the employee to attend extensive 

anger management training. The employee complained about this requirement and continues to be unco-

operative with the employer.

The Discussion

1. Do you agree with the employer’s willingness to retain the employee?

4. What would you identify as risk factors?

5. What would be your next step?
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H – INTERVIEWING

Gathering Prevention Data

Collecting information from employees can be used to establish a beginning point for your WPV effort. 

get information from all employees is to survey them via an online survey. The delivery format you use to 

administer the survey can automatically aggregate and compile the responses to the survey into a database 

reprisal and any investigations of urgent workplace violence situations will be conducted through due 

process.

The type of information you would want to gather include:

Prevention Interview

If the surveys identify any employee who has been or is being threatened in the workplace, there may be 

a need to follow up with a personal interview. The time frame is 45-60 minutes and all responses are to be 

outside of the WPV planning team. This is sensitive information and must be protected accordingly.

  workplace violence?

  during your career?

  Please explain the circumstances.
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  any employees?

  event of a workplace violence incident?

Post Incident Interviews

Formal interviews are the most effective way to gather information. This also can be the most subjective 

method so it is critical that the interview be structured and that all interviews are conducted in the same 

way to avoid subjective interpretation of the answers and reduce the potential for liability to the company, its 

owners, the facility manager and disruption of business.

Three types of interviews should be conducted after a WPV incident occurs: with the alleged victim, the 

alleged offender and witnesses to the incident. If any of those to be interviewed are non-English speakers, 

ensure there is an interpreter in the interview if there is any question that English may not be completely 

understood. 

Interview with the Alleged Victim

When talking with the alleged victim, speak clearly and without judgement.. Approach the interview in a 

sensitive, supportive manner. The goal of the interview is to develop an accurate account of the incident:

  and be very detailed.

  the incident. 

  documented the incident.

  any retaliation will not be tolerated. 
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Interview with the Alleged Offender

Approach the interview in a non-judgmental, sensitive manner. No one has determined guilt or innocence at 

  present, allow it. 

  the victim. 

  victim or any action that might be interpreted as retaliation.

Interview with Witnesses

witnessed. Investigate with questions such as:
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Arlington, VA 22209

(703) 522-5800

American Society of Safety Engineers

1800 E Oakton Street

Des Plaines, IL 60018-2187

(847) 699-2929

Department of Labor

Occupational Safety and Health Administration (OSHA)

200 Constitution Ave., NW, N-3107

Washington, DC 20210

(202) 219-8031

International Association of Professional

Security Consultants

808 17th Street NW Suite 200

Washington, DC 20006

(202) 466-7212

National Crime Prevention Council

1700 K Street NW Suite 618

Washington, DC 20006

(202) 466-6272

Workplace Violence Research Institute

465 Forest Ave., Suite J

P.O. Box 4077

Laguna Beach, CA 92652-4077

(714) 376-3337

(800) 230-7302

INTERNET RESOURCES
AFSCME Preventing Workplace Violence

http://www.afscme.org/health/violtc.htm

Australian Institute of Criminology

http://www.aic.gov.au/

Bureau of Labor, Safety and Health Statistics

http://www.bls.gov/iif/
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Federal Bureau of Investigation: Workplace Violence, Issues in response 

http://www.fbi.gov/publications/violence.pdf

Infosyssec-The Security Portal for Information System Security Professionals

Corporate Security and Workplace Safety

http://www.infosyssec.org/infosyssec/corpsafe1.htm 

International Association of Chiefs of Police, Private Sector Liaison Committee

http://www.theiacp.org

International Association of Professional Security Consultants

http://www.iapsc.org 
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http://www.icn.ch/guide_violence.pdf

MINCAVA Minnesota Center against Violence and Abuse Electronic Clearinghouse Workplace 

Violence http://www.mincava.umn.edu/workviol.asp 

National Criminal Justice Reference Service

http://www.ncjrs.gov/

National Institute for Occupational Safety and Health (NIOSH)

http://www.cdc.gov/niosh/homepage.html

Stalking Resource Center at the National Center for Victims of Crime

http://www.ncvc.org/src/Main.aspx

U.S. Department of Agriculture Handbook on Workplace Violence Prevention and Response

http://www.usda.gov/news/pubs/violence/wpv.htm

U.S. Department of Labor Occupational Safety and Health Administration (OSHA)

http://www.osha.gov/

http://www.osha.gov/workplace violence

A Guide for Agency Planners

WorkplaceViolence/index.asp

Human Resources” http://humanresources.about.com/od/healthsafetyandwellness/a/workviolence.html
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If you find this publication useful, there is something you should know…

This publication was made possible by the support of people like you through the IFMA Foundation.

Foundation works for the public good to promote priority research and educational opportunities for

the advancement of facility management. The IFMA Foundation is supported by the generosity of the

FM community including IFMA members, chapters, councils, corporate sponsors and private contributors

who share the belief that education and research improve the FM profession.

By increasing the body of knowledge available to facility professionals, the IFMA Foundation advances the 

profession and potential career opportunity.

Contributions to the IFMA Foundation are used to: 

Fund educational programs – to keep facility managers up-to-date on the latest techniques

and technology

Provide scholarships – to educate the future of the facility management profession

Without the support of workplace professionals, the IFMA Foundation would be unable to contribute to 

the future development and direction of facility management. That’s why we need your help. If you are 

concerned with improving the profession and your career potential, we encourage you to make a donation 

or get involved in a fund-raising event. To learn more about the good works of the IFMA Foundation, visit 

www.ifmafoundation.org.
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